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Enhancing Accountability

REPORT OF THE AUDITOR-GENERAL ON KENYA PIPELINE COMPANY LIMITED
FOR THE YEAR ENDED 30 JUNE, 2024

PREAMBLE

| draw your attention to the contents of my report which is in three parts:

A. Report on Financial Statements that considers whether the financial statements are
fairly presented in accordance with the applicable financial reporting framework,
accounting standards and the relevant laws and regulations that have a direct effect
on the financial statements.

B. Report on Lawfulness and Effectiveness in the Use of Public Resources which
considers compliance with applicable laws, regulations, policies, gazetie notices,
circulars, guidelines and manuals and whether public resources are applied in a
prudent, efficient, economic, transparent and accountable manner to ensure
Government achieves value for money and that such funds are applied for the
intended purpose.

C. Report on Effectiveness of Internal Controls, Risk Management and Governance
which considers how the entity has instituted checks and balances to guide internal
operations. This responds to the effectiveness of the governance structure, risk
management environment and internal controls, developed and implemented by those
charged with governance for orderly, efficient and effective operations of the entity.

An Unmodified Opinion is issued when the Auditor-General concludes that the financial
statements are fairly presented in accordance with the applicable financial reporting
framework. The Report on Financial Statements should be read together with the Report
on Lawfulness and Effectiveness in the Use of Public Resources, and the Report on
Effectiveness of Internal Controls, Risk Management, and Governance.

The three parts of the report are aimed at addressing the statutory roles and
responsibilities of the Auditor-General as provided by Article 229 of the Constitution, the
Public Finance Management Act, 2012, and the Public Audit Act, 2015. The three parts
of the report when read together constitute the report of the Auditor-General.

REPORT ON THE FINANCIAL STATEMENTS
Opinion

| have audited the accompanying financial statements of Kenya Pipeline Company
Limited set out on pages 94 to 154, which comprise the statement of financial position as
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at 30 June, 2024 and the statement of profit or loss and other comprehensive income,
statement of changes in equity, statement of cash flows and statement of comparison of
budget and actual amounts for the year then ended and a summary of significant
accounting policies and other explanatory information in accordance with the provisions
of Article 229 of the Constitution of Kenya and Section 35 of the Public Audit Act, 2015.
| have obtained all the information and explanations which to the best of my knowledge
and belief, were necessary for the purpose of the audit.

In my opinion, the financial statements present fairly, in all material respects, the financial
position of Kenya Pipeline Company Limited as at 30 June, 2024 and of its financial
performance and its cash flows for the year then ended, in accordance with International
Financial Reporting Standards (IFRS) and comply with the Companies Act, 2015 and the
Public Finance Management Act, 2012.

Basis for Opinion

The audit was conducted in accordance with International Standards for Supreme Audit
Institutions (ISSAls). | am independent of the Kenya Pipeline Company Management in
accordance with ISSAl 130 on the Code of Ethics. | have fulfilled other ethical
responsibilities in accordance with the ISSAl and in accordance with other ethical
requirements applicable to performing audits of financial statements in Kenya. | believe
that the audit evidence | have obtained is sufficient and appropriate to provide a basis for
my opinion.

Key Audit Matters

Key audit matters are those matters that, in my professional judgement, are of most
significance in the audit of the financial statements. There were no other key audit matters
to report in the year under review.

Other Matter
Prior Year Matters

In the audit report of the previous year, several issues were raised under the Report on
Financial Statements, Report on Lawfulness and Effectiveness in Use of Public
Resources, and Report on Effectiveness of Internal Controls, Risk Management and
Governance. Although, Management indicated in appendix 1 to the financial statements
that the matters had been resolved and provided support on actions taken towards their
resolutions, the report was yet to be concluded by the National Assembly.

Other Information

The Directors and Management are responsible for the other information set out on page
S to 92 which comprise of Corporate Information, The Board of Directors, The Executive
Management Team, Fiduciary Management, Fiduciary Oversight Arrangements,
Chairman’s Statement, Managing Director's Statement, Statement of Performance
Against Predetermined Objectives, Management Discussion and Analysis,
Environmental and Sustainability Reporting, and the Statement of Directors
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Responsibilities. The Other Information does not include the financial statements and my
audit report thereon.

In connection with my audit on the Kenya Pipeline Company Limited financial statements,
my responsibility is to read the other information and in doing so, consider whether the
other information is materially inconsistent with the financial statements, or my knowledge
obtained in the audit or otherwise appears to be materially misstated. If based on the work
| have performed, | conclude that there is a material misstatement of this Other
Information, | am required to report that fact. | have nothing to report in this regard.

REPORT ON LAWFULNESS AND EFFECTIVENESS IN THE USE OF PUBLIC
RESOURCES

Conclusion

As required by Article 229(6) of the Constitution, based on the audit procedures
performed, except for the effect of the matters described in the Basis for Conclusion on
Lawfulness and Effectiveness in the Use of Public Resources section of my report, |
confirm that nothing else has come to my attention to cause me to believe that public
resources have not been applied lawfully and in an effective way.

Basis for Conclusion
Penalties and Interests on Unsettled Contractor Claims

During the year under review, Management paid an amount of Kshs.2,857,388,658
(USD.19,375,988.56) to Zakhem International Construction (Kenya) Ltd from a provision
made in the prior year, as part settlement of interests and penalties amounting
USD 21,546,094.32 (Kshs.2,785,909,996) levied on unsettled claims in respect of
construction of a new oil pipeline from Mombasa to Nairobi between 2014 and 2018. The
settlement was based on a consent agreement entered between the Kenya Pipeline
Company Limited Management and Zakhem International Construction (Kenya) Ltd on
25 September, 2023 in a suit filed at the High Court. In the consent, KPC agreed to pay
a sum of USD.69,684,238.46 (approximately Kshs.9,010,172,033) comprising of sums
owed to the contractor and interest thereon at 6% amounting to USD.48,138,144.14
(approximately Kshs.6,224,262,037) and USD.21,546,094.32 (approximately
Kshs.2,785,909,996) respectively.

Review of documents provided in respect of the matter indicated that Management
contracted Zakhem International Construction Company Limited for construction of a new
oil pipeline from Nairobi to Mombasa at a cost of USD. 484,502,886.40 (approximately
Kshs.62,646,223,212) inclusive of taxes. The construction was initially scheduled to be
completed within eighteen (18) months from the date of contract on 01 July, 2014.
However, the Project experienced delays occasioned mainly by change of design
specifications by the Project Engineer and omitted works in the initial contract. The Project
was completed on 30 June, 2018 after 48 months.
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Due to the delays, the Contractor applied for five (5) extension of time claims amounting
to USD.204,511,827.11 (approximately Kshs.26,443,379,245). The claims were
however, disputed by the Project Engineer, occasioning appointment of an Independent
Expert Scheduler to assess the claims and recommend payable amount. The Scheduler
assessed Extension of Time (EOT)1 - 4 and recommended a payment of
Kshs.5,691,659,885 (USD.44,019,024.63). The amount was agreed by both parties.
However, a National Government Investigative Agency directed KPC Management in a
letter dated 26 July, 2019 to suspend all transactions relating to the contract pending
criminal investigations.

As the Agency investigations were ongoing, the Contractor sought legal redress in the
High Court where a partial ruling was made on 16 June, 2020 in favor of the contractor.
The parties subsequently agreed to an out of court settlement leading to filing a consent
letter.

In the circumstances, the justification and rationale for stoppage of all payments, and
delays in conclusion of the investigations which occasioned interest and penalties of
Kshs.2,785,909,996 (USD 21,546,094.32) could not be ascertained.

The audit was conducted in accordance with ISSAI 3000 and ISSAI 4000. The standards
require that | comply with ethical requirements and plan and perform the audit to obtain
assurance about whether the activities, financial transactions and information reflected in
the financial statements comply in all material respects, with the authorities that govern
them. | believe that the audit evidence | have obtained is sufficient and appropriate to
provide a basis for my conclusion.

REPORT ON EFFECTIVENESS OF INTERNAL CONTROLS, RISK MANAGEMENT
AND GOVERNANCE

Conclusion

As required by Section 7(1)(a) of the Public Audit Act, 2015, based on the audit
procedures performed, except for the effect of the matters described in the Basis for
Conclusion on Effectiveness of Internal Controls, Risk Management and Governance
section of my report, | confirm that nothing else has come to my attention to cause me to
believe that internal controls, risk management and governance were not effective.

Basis for Conclusion
1. Long Outstanding Receivables

The statement of financial position reflects trade and other receivables balance of
Kshs.8,090,589,703 which is net of provisions for bad and doubtful debt and as disclosed
in Note 24 to the financial statements. Note 24 to the financial statements includes a
balance of Kshs.5,131,572,100 in respect of trade receivables. Review of the aging
analysis for the receivables revealed an amount of Kshs.779,400,000 in respect of Qil
Marketing Companies (OMCs) which had been outstanding for more than 120 days.
However, the period exceeded 45 days provided for in the Transport and Storage
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Agreement after which, Kenya Pipeline Company Limited (KPC) is at liberty to sell all
such products and apply the proceeds of such sale in or towards the satisfaction of such
lien and all proper charges and expenses in relation thereto.

In addition, an amount of Kshs.733,000,000 had been long outstanding from Kenya
Airports Authority (KAA) in respect of use of hydrant systems at Jomo Kenya international
Airport (JKIA) in Nairobi and Moi International Airport (MIA) in Mombasa. Management
did not indicate measures taken to recover the amounts and the extent such measures
had yielded.

In the circumstances, the effectiveness of internal control measures put in place to collect
outstanding debts could not be confirmed

2. Inadequacies in Regulations Governing Staff Car Loans Scheme

The Company implemented an employee Car Loan and Mortgage Scheme. The Scheme
is governed by rules and regulations which provide criteria for an employee to qualify for
the loans, entitlements and support documents required during application. Review of the
rules revealed that an applicant was not required to register cars or houses acquired using
loaned amount jointly with the Company as collateral for the loan, or the register security
rights under the movable security Rights Act, 2017. This makes enforceability of KPC
rights in case of default difficult. In addition, the rules and regulations did not provide for
the Company's interest in the assets in insurance policies taken for the motor vehicles. It
was not clear how the Company secures itself in case of theft or accident of the motor
vehicles used as collateral.

During the financial year under audit, the Company had a total of 254 running car loans,
where 50 was fully repaid during the year. Review of the car loan records revealed a total
of 173 employees with a total balance of Kshs.108,241,498 who had been advanced car
loans and whose vehicles had not been jointly registered with the Company.

Further, staff loans and advances included Kshs. 14,593,507 owing from seven (7) former
employees who were not servicing the loans. Management did not indicate steps taken
to recover the outstanding amount.

In the circumstances, the adequacy and effectiveness of controls governing staff loans
and advances could not be confirmed.

3. Weaknesses in Information Technology Input Controls

Analysis of sales data revealed weaknesses in the data input controls of the SAP system
applications. The weaknesses were characterized by many reversals in billing and
receipting, stemming from errors attributed to system hitches in like data flow from one
module to another, posting sales in Kenya Shillings instead of USD and posting receipts
to the wrong Oil Marketing Company (OMC). The errors were primarily due to lack of
validation during the entry posting process. As a result, a total of 1,318 reversals were
made during the year due to incorrect entries, accounting for 4% of the total revenue
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transactions. In addition, the reversals were not supported by approvals from
management.

In the circumstances, the adequacy and effectiveness of IT input controls for revenue
could not be confirmed.

4. Inadequate System Security Configurations

During the year under review, the Company was operating the Supervisory Control and
Data Acquisition (SCADA) System on a Windows XP Platform and Windows 7, with some
operating systems not activated. In addition, workstations were running on an
unauthorized license activator. This raised concerns about the system's security,
reliability, and compliance due to the unauthorized license activator, outdated nature of
the operating system, and the lack of current antivirus protection.

The use of an unsupported and obsolete system heightens the risk of cyberattacks, as
the expired antivirus further exposes the system to malware, ransomware, and other
cybersecurity threats. Further, the dependence on legacy software and an unsupported
Operating System increases the likelihood of system failures, data corruption, and
operational inefficiencies, posing a substantial risk to the safe and uninterrupted operation
of pipeline monitoring and control functions.

In addition, the SAP ERP software system was installed on outdated support packages.
The age of the support packages exceeded the recommended timeframe of 24 months
for which SAP provides high-priority security updates. This exposes the company to risks
related to performance inefficiencies and security vulnerabilities.

In the circumstances, the security of the Company network and underlaying ecosystem
could not be ascertained.

5. Un-updated Business Continuity and Disaster Recovery Plans

Review of ICT Business Continuity Plan (BCP) and Disaster Recovery Plan (DRP)
revealed that they were last approved in 2021 and 2018, respectively, and had not been
updated as required, despite the mandate for a biennial review. Failure to update these
critical documents increases the Company's exposure to operational and technological
risks, especially as the IT environment and organizational needs continue to evolve.
Regular reviews are essential to ensure that these plans remain aligned with current
business operations, IT infrastructure, and emerging risks.

In the circumstances, the ability indicated in the BCP and DRP to adequately respond to
emerging threats and disaster occurrences could not be confirmed.

The audit was conducted in accordance with ISSAI 2315 and ISSAI 2330. The standards
require that | plan and perform the audit to obtain assurance about whether effective
processes and systems of internal controls, risk Management and overall governance
were operating effectively in all material respects. | believe that the audit evidence | have
obtained is sufficient and appropriate to provide a basis for my conclusion.
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REPORT ON OTHER LEGAL AND REGULATORY REQUIREMENTS

As required by the Companies Act, 2015, | report based on my audit, | have obtained all
the information and explanations which to the best of my knowledge and belief, were
necessary for the purpose of the audit;

i. The information given in the Directors' report on page 91 is consistent with the
financial statements; and

ii. The auditable part of the Directors' remuneration report on page 116 has been
properly prepared in accordance with the Companies Act, 2015.

The Companies Act, 2015 requires that | report on the legal or regulatory requirements,
or on performance information disclosed. These matters require expressing a separate
opinion as to the Company’s compliance with laws and regulations. | believe that the audit
evidence | have obtained is sufficient and appropriate to provide a basis for my
conclusion.

Responsibilities of Management and the Board of Directors

Management is responsible for the preparation and fair presentation of these financial
statements in accordance with International Financial Reporting Standards and for
maintaining effective internal controls as Management determines is necessary to enable
the preparation of financial statements that are free from material misstatement, whether
due to fraud or error and for its assessment of the effectiveness of internal controls, risk
management and governance.

In preparing the financial statements, Management is responsible for assessing the
Company’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless
Management is aware of the intention to cease operations.

Management is also responsible for the submission of the financial statements to the
Auditor-General in accordance with the provisions of Section 47 of the Public Audit Act,
2015.

In addition to the responsibility for the preparation and presentation of the financial
statements described above, Management is also responsible for ensuring that the
activities, financial transactions and information reflected in the financial statements
comply with the authorities which govern them and that public resources are applied in
an effective way.

The Board of Directors is responsible for overseeing the Company's financial reporting
process, reviewing the effectiveness of how Management monitors compliance with
relevant legislative and regulatory requirements, ensuring that effective processes and
systems are in place to address key roles and responsibilities in relation to governance
and risk management, and ensuring the adequacy and effectiveness of the control
environment.
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Auditor-General’s Responsibilities for the Audit

My responsibility is to conduct an audit of the financial statements in accordance with
Article 229(4) of the Constitution, Section 35 of the Public Audit Act, 2015 and the
International Standards for Supreme Audit Institutions (ISSAls). The standards require
that, in conducting the audit, | obtain reasonable assurance about whether the financial
statements as a whole are free from material misstatements, whether due to fraud or error
and to issue an auditor's report that includes my opinion in accordance with Section 48
of the Public Audit Act, 2015. Reasonable assurance is a high level of assurance but is
not a guarantee that an audit conducted in accordance with ISSAls will always detect a
material misstatement when it exists. Misstatements can arise from fraud or error and are
considered material if, individually or in the aggregate, they could reasonably be expected
to influence the economic decisions of users taken on the basis of these financial
statements.

In conducting the audit, Article 229(6) of the Constitution also requires that | express a
conclusion on whether or not in all material respects, the activities, financial transactions
and information reflected in the financial statements are in compliance with the authorities
that govern them and that public resources are applied in an effective way. In addition, |
consider the entity’'s control environment in order to give an assurance on the
effectiveness of internal controls, risk management and governance processes and
systems in accordance with the provisions of Section 7 (1) (a) of the Public Audit Act,
2015.

Further, | am required to submit the audit report in accordance with Article 229(7) of the
Constitution.

Detailed description of my responsibilities for the audit is located at the Office of the
Auditor-General's website at: hitps://www.oagkenya.go.ke/auditor-generals-
responsibilities-for-audit/. This description forms part of my auditor's report.

FCP CBS
AUDITOR-GENERAL

Nairobi

26 November, 2024
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